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1, Weston E nunds, certi ~ that lam an officer of the company named above. and acting as an agent of 
the company that I have personal knowledge that the com pan) has established operating procedures that 

arc adequate to ensure compliance with the Commission's CPNI rules. See 47. C.f .R. § 64.2001 et seq. 

Attached to this certification is an accompanying statement explaining ho'' the company· s procedures 
ensure that the company is in compliance with the requirements set forth in section 64.2001 et seq. of the 
Commission ls rules. 

The compan" has not taken any actions (i.e., proceedings instituted or petitions filed by a compru1y at 
either state c?mmissions, the court system. or at the Commission against data brokers) against data 
brokers in the past year. 

The company has not received any customer complaints in the past year concerning the unauthorized 
release of CPNI. 

The compan, represents and warrants that the abm·c certification is consistent with 47. C.F.R. § l.17. 
which requires truthful and accurate statements to the Commission. The company also acknowledges that 

false statemehts and misrepresentations to the Commission are punishable under Title 18 of the U.S . Code 

and may subt t it to the enforcement action. 

-"'17 _ _, / ./ 
Signed ,-~e,./'~ ~ 



STATEMENT OF POLICY AND PROCEDURES 

AVOXI takes ery seriously, and operates in full compliance with the FCC's directives regarding the 

protection o CPNI. In accordance with such agreement, AVOXl's policy for use of, and misuse of, CPNI is 

as follows: 

Use of C~NI 

AVOXI does not use CPNI, distribute CPNI or sell CPNI. Any disclosure of CPNI to other parties (such 

as affiliates, vendors or agents) occurs only if it is necessary to conduct legitimate business activity 

related t the services already provided by AVOXI to the customer. 

Misuse of CPNI 

AVOXI hi s a "zero tolerance" policy as it relates to violations. An employee will be terminated from 

employ,ent with AVOXI if the above policy is violated repeatedly or in a single case in what is 

determil')ed to be a willful manner. Single violations of the above policy, if determined not to be 

deliberate, will result in disciplinary action and retraining. 

WHOLESALE SERVICES 

With regards to wholesale services, AVOXI typically does not obtain the end-user customer's billing 

name, addre s or telephone number, or any other information that relates to the quantity, technical 

configuratio , type, or location of a specific end-user customer's service. Nevertheless, the company will 

follow all CPNI policies outlined within the Statement of Policy and Procedures, to the extent applicable 

to its wholesale services. 

STEPS TAKEN TO REASONABLY PROTECT CPNI : 

General Polil 

Employees with access to the billing systems are made fully aware, and it is stressed in their training, 

that any mis se of CPNI will resu lt in disciplinary action and that repeated or willful misuse of CPNI will 

result in termination. 

AVOXI does not have residential customers. Though the requirements for business customers are less 

stringent in certain, specifically stated areas, AVOXI does comply with the law and has specific guidelines 

in place to in$ure that CPNI violations do not occur. 

Up front, CP1 1 is only given to what we call "valid contact(s)". Usually, valid contact(s) is/are the 

person(s) wh signed the company's Customer Service Agreement ("CSA") or others named on the CSA. 

Copies of all SA's are associated with each account in our Customer Relations Management ("CRM"} 

system. 

The valid contact(s) may designate or approve others to receive CPNI through an email request sent 

from the email address that we have on file as associated with the valid contact for that account. 

When AVOXI employees receive requests for CPNI: 



• 

• 

• 

They are instructed to verify that the requestor is a valid contact on the specified account in the 

company's customer relationsh ip management ("CRM") system. 

They may honor the request for CPNI from a non-verified contact, but the results of the request (for 

example I a Call Detail Record) may only be sent via email to the valid contact. 

They wilJconsult with the Account Manager as to whether the contact is valid, and the Account 

Manager will then add the contact in our CRM system. 

Password Use 

Telephoner quests are not honored without an email from the associated address of a valid 

contact. When a request for CPNI is received by telephone, the calling party is asked to verify the 

request with an email from the associated email address. 

AVOXI custo ers do have access to their own CPNI through three online portals: 

l. 

• 

• 

Billing System Portal (Billing System #1) 

The logit and password for this portal are sent directly to the valid contact and cannot be changed 

remotely by the customer, but only by employees with access to the billing system. 

Once again, these changes can only be made by the valid contact with an email request from the 

associat d address. 

2. Billing System Portal (Billing System #2) 

• A temporary password is given directly to the valid contact upon account creation via 

email. 9ustomers must change their password upon their first attempt to login to the system. This 

new password cannot be seen from within the billing system. 

• Customers can change their password in two ways: 

o py using a link on the login page, but the new temporary password is only sent to the valid 

t ontact's email address. 

o hrough the web portal itself, but the login and old password must be supplied. 

3. Custo er Relations Management Porta l 

• Our Cus om er Relations Management tool does link to pages containing CPNI. 

• Upon account inception, a company support team member generates a new Password and Login 

from the CRM that is directly sent from the CRM to the valid contact, which is based off of the 

contact information in the CRM system 

• If man ally requested , the Login and Password are released by an AVOXI support personnel only to 

the valid contact based on an email request from the associated address or the customer can 

change t he Password automatically directly via the CRM system. 

• Once re eived, customers can change their own Password. However, when they submit a request to 

change · he password, they can only access the password change interface through an email sent to 

the email address associated with the login name. 

Notification of CPNI Policy Changes 



AVOXI has n ver found it necessary to alter its strict CPNI policy but, in such a case, would notify all 

customers o this change in policy. 

Use of CPNI n Sales and Marketing Campaigns 

AVOXl's curr nt Marketing policy precludes the use, legal or otherwise, of CPNI for marketing 

includes kee , ing record of the use of the CPNI and mandates having a supervisory review and approval 

process in pl ce before CPNI was used. The Marketing Department has affirmed that no CPNI was used 

in any campJign in 2015. 

However, ij VOXI were to use CPNI in marketing campaigns, the company will maintain a record of all 
sales and ' .' .~arketing campaigns that use the CPNI. The record will include a description of each 
campaign, tl e specific CPN I that was used in the campaign, and what products and services were 
offered asp rt of the campaign. 

AVOXI has i plemented a system to obtain prior approva l and informed consent from its customers in 
accordance ith the CPNI Ru les. This system allows for the status of a customer's CPNI approval to be 
clearly estab ished prior to the use of CPN I. 

Prior to co".lmencement of a sales or marketing campaign that utilizes CPNI, AVOXI will establish the 
status of a _~r,stomer's CPNI approval. The following sets forth the procedure that will be followed by 
the Compan : 

• 

• 

• 

Prio to any solicitation for customer approval, AVOXI wil l notify customers of their right to 
restr ct the use of, disclosure of, and access to their CPN I. 
AVO I will use opt-in approval for any instance in which Company must obtain customer 
appr val prior to using, disclosing or permitting access to CPNI. 
A cur omer's approval or disapproval remains in effect until the customer revokes or limits such 
apprEval or disapproval. 
Records of approvals are maintained for at least one year. 
Avof,1 provides individual not ice to customers when soliciting approval to use, disclose or 
perIT}it access to CPNI. 
The PNI notices sent by AVOXI comply with FCC Rule 64.2008(c) . 

AVOXI will a so establish a supervisory review process regarding compliance with the CPNI rules for 
outbound m rketing situations and will maintain compliance records for at least one (1) year. 

FCC Notification 

Company is repared to provide written notice within five (5) business days to the FCC of any instance 
where the o t-in mechanisms do not work properly or to such a degree that consumers' inability to opt
in is more th n an anomaly. 

Opt-In, Opt-<Dut Mechanisms 

AVOXI does l l ot use, distribute or sel l CPNI. But AVOXI does al low the customer to "opt-out" to stay in 

compliance ith mandated FCC guidelines. In signing the CSA, the customer official ly consents to AVOXI 

to use and df·! close Customer CPNI and Confidential Information as described above. Customers may 

refuse CPNI onsent by signing the CSA and by notifying AVOXI in writing of Customer's decision to 

withhold Cu , omer' s consent. Customer's consent or refusal to consent will remain valid until Customer 



otherwise a vises AVOXI, and in either case, will not affect AVOXl's provision of service to Customer. 

Again, AVOX does not use, distribute or sell CPNI. Even so, were AVOXI to use CPNI in, it would send a 

valid notice o the customer(s) informing them of the intended use and disclosure of their CPNI 

information. Knowingly, if the customer would not respond wit hin thirty (30) days, then AVOXI would be 

able to use t e information. 

Third Party l!Jse of CPNI 

To safegua r~ CPNI, prior to allowing joint ventures or independent contractors access to customers' 

individually Jdentifiable CPNI, AVOXI requires all such third parties to enter into a confidentiality 
agreement hat ensure compliance with this Statement of Policy and AVOXI shall also obtain opt-in 
consent for customer prior to disclosing the information to such third parties. In addition, AVOXI 
requires all utside agents to acknowledge and certify that they may only use CPNI for the purpose for 
which that i formation has been provided. 

AVOXI requ res express written authorization from the customer prior to dispensing CPNI to new 
carriers, exc pt as otherwise required by law. 

AVOXI does ot market or sell CPNI information to any third party. 

Law Enforce ent Notification of Unauthorized Disclosure 

If an unauth rized disclosure of CPN I occurs, AVOXI shall provide not ification of the breach within seven 
(7) days tot e United States Secret Service ("USSS") and the Federal Bureau of Investigation ("FBI"). 

AVOXI shall ait an addit ional seven (7) days from its government notice prior to notifying the affected 
customers o t he breach. 

Notwithstan ing the above, AVOXI shall not wa it the additional seven (7) days to notify its customers if 
the Compan det ermines there is an immediate risk of irreparable harm to t he customers. 

AVOXI shall aintain records of discovered breaches for a period of at least two (2) years. 

Actions tak n against Pretexters 

AVOXI has nrt taken any actions against data brokers before state commissions, state or federa l courts, 

or the FCC i the past year. AVOXI has no information, other than information that has been publicly 

reported, re · arding the processes that pret exters are using to attempt to access CPNI. 

AVOXI has n t received any customer complaints in the past year concerning the unauthorized release 
of or access o CPN I. 

Annual CPN Certification 

Pursuant to FCC regulations, 47 C.F.R. § 64.20089(e), AVOXI will annually submit to the FCC a CPNI 
Certification of Compliance and accompanying St atement regarding the company's CPNI policies and 
operating procedures. These documents certify that AVOXI complied with federa l laws and FCC 
regulations rlegarding the protection of CPNI throughout the prior calendar year. 


